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CENTRAL INFORMATION TECHNOLOGY
OFFICE OF MANAGEMENT AND BUDGET

POLICY NUM. TIC-019

DATE REVISION: 26 DE MARZO DE 2014
TOPIC: DATA CLASSIFICATION AND SECURlTY CATEGORIZATION

DESCRIPTION

This policy serves to provide the agencies of the Commonwealth of Puerto Rico Government
(CPRG) with a concise set of guidelines on how to analyze and determine if the data is of a
sensitive nature and if deemed to give steps on how to protect such data.

The CPRG recognizes through its executive order OE-2013-013 that there is a need to
liberate the data. For this reason it is necessary to equip the agencies with an appropriate set
of tools to determine the data that can be liberated and to enable agencies to perform
TIC-016 “Guia de Interfaz de desarrollo en programacion “Web API's™. The aim is to open
the data in a manner that is consistent with the applicable laws and standards that allows the
dissemination of data but at the same time providing the necessary privacy protection on the
data that is deemed of a personal for agency use only or of sensitive nature.

To satisfy the need to open data while protecting sensitive and personal information the
CPRG will maintain a data classification and security categorization policy. This policy
establishes the corresponding procedure(s) designed to enable the agencies to disseminate
information and at the same time offer the guidance for the protection of data in different
media and from unauthorized disclosure, use, modification, or deletion whenever it is deemed
essential. The effective handling of the data and information within the CPRG will be made in
accordance with this policy; however, agencies are still subject to any other requirement
established by state or federal law, rules or regulations. This policy is divided into two parts:
The first part deals with the management of the classification and categorization of data and
the second part deals with protection mechanisms for information that is deemed sensitive in
nature.

LEGAL BASE

Act No. 151 of June 22, 2004, as amended, states that the Office of Management and Budget
shall have the power to implement, develop and deliver public policy to follow and guidelines
governing the acquisition and implementation of systems, equipment and information
programs technology for government agencies with the primary objective of achieving
interconnection of agencies to facilitate and streamline services to the people.
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